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O czym dzisiaj?

e CO robimy w ukryciu | dlaczego sie kryjemy?
e Jak zabezpieczac srodowisko lokalne?

e ale jak to automatyzowac?

e ustugl zewnetrzne

e CO Z produkcja?



Niejawne informacje



Niejawne informacje

jak przekazywac i gdzie trzymac



Niejawne informacje
jak przekazywac i gdzie trzymac

e W Srodowisku lokalnym
e W czasle buildu
e W czasle wykonania
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Thank you!
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Sekrety projektu



Projekt

open('secret.yml', 'r') secret:

secrets = yvaml.load(secret, vyaml.Loader)

messade
Logln cred
username :

i T T ’
o WY L r \ ] -

(message)




Wersja alpho

secret.ym|

secret:

username: user

PassSwor d: secretpasswore




Wersja alpho

secret.example.yml




Skagd brac wartosci?

File Group Entry Find View Tools Help

SO |- @-C8 e @ -
& patabase Title User Name Password URL Notes
& General J}Sample Entry User Name Wririvirkivivds https://keepass.... Notes
) windows # sample Entry#2 Michael321 oininirinioik https://keepass....
2 Network
¥ Internet
= eMail

o) Homebanking




wersja beta
secret.yml.gpg
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wersja beta
secret.yml.gpg
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encrypt.sh

gpg —-symmetric —--cipher—-algo AES256 —--batch

——passphrase=very-secret-passphrase secret.yml




wersja beta
secret.yml.gpg
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gpg —-symmetric —--cipher—-algo AES256 —--batch
——passphrase=very-secret-passphrase secret.yml

gpg ——-batch —--yes —-—-decrypt ——passphrs
——output secret.yml secret.yml.gpg




Wersja Release Candidate

e o ek
Hacrvn ——passp
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gpg —--batch

shal= ' secret.yml.gpg
——output secret.




Mozna wygodnie;

export SOPS_PGP_FP="85D77543B3D624B63CEA9E6DRBC17301B491B3F21,E60892BBIBD8JA6IF 7592
sops secret.sops.yml

/t/1/secret.sops.uml
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Mozna wygodnie;
encrypt.sh

export SOPS_PGP_FP="85D77543B3D624B63CEA9E6DBC17301B491B3F21, E60892BBIBD89A69F759A1A0A3

sops ——encrypt ——-output secret.sops.yml secret.yml

'

decrypt.sh

sops —--decrypt —--output




SOPS

secret.sops.ym|

ENC[AES256_GCM,data:4n63PA==,1v: 7SuAX7/DpWZ2JOA53N3YWeW1lt5p/n+Xt/ulHp1l

password: ENC[AES256_GCM, data:1txQttméeS52mgfKckRwU=,1v:S11irAhTIbJteeTY JIsnWCyE3(




SOPS

secret.sops.ymi

sops:
kms: []
gcp_kms:
azure_KkKv:
hc_wvault: []

age: []
lastmodified: "2022-12-22T07:17:452Z"
mac: ENC[AES256_GCM,data:L10eyDvh3LUzZRdA5YK11JeG]J+YrVJ1F/XQHRsgYkJrgOs




Jak to automatyzowac?




Powrot do wersji alpha

.github/workflows/build.ymi

— run: ./decrypt.sh
env.
PASSPHRASE: very-secret-passphrase




Cl umie utrzymac sekret

LS. USERNAME
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Mozna tez potqczyc najlepsze rozwiqzania

env.
PASSPHRASE: ${{ secrets.ENCRYPTION P2




Czy sekrety sq bezpieczne?

Library * B home-office-config*

Variable group = Save \ O Security (?) Help

Properties

Variable group name

‘ home-office-config ‘

Description

Variables for the home office website ‘

If_l ) Link secrets from an Azure key vault as variables ()

Varnables
Name 1 Value -
app-location home-office
dpp-name contoso

pESEWGrd m EEREEEEEW




Czy sekrety sq bezpieczne?

I'he pipeline outputs

My first secret variable is **
True

My second secret variable:

i

Strings are equal.




Czy sekrety sq bezpieczne?

workflow




Czy sekrety sq bezpieczne?

workflow

r
Py O e
] t-_.-'l :L__.I' et @

run:
runs-on: ubuntu-latest
steps:

— Iunsa.

YzIJWamNtVIBJROZ6YzNkdmNtUUsK




Czy sekrety sq bezpieczne?

Artifacts

@ my-artifact 3 Bytes




Sq jeszcze inne sekrety w buildach

ubuntu:22.04

,.-'"" app

NEXUS_USER
NEXUS_PASS

pip install --extra-index-url

" .’:::'- { NEXU :‘._:_[__] SER } s S * NEXUS "ASS) dhttps: nexus.company. com /re POS ltory"

il

-r requirements.txt

.

docker build —--builild-arg NEXUS_USER=${USER} —--builild-arg NEXUS_PASS=S${SECRET_PASSWORD} -




Sq jeszcze inne sekrety w buildach

NEXUS_USER
NEXUS_PASS

A

docker build —--builild-arg NEXUS_USER=${USER} —--builild-arg NEXUS_PASS=S${SECRET_PASSWORD} -




Sq jeszcze inne sekrety w buildach

"S{NEXUS_USER}:${NEXUS_PASS}@https://nexus.company.com/repository" \

A

.

docker build —--builild-arg NEXUS_USER=${USER} —--builild-arg NEXUS_PASS=S${SECRET_PASSWORD} -




Moment... Co?

~ » docker history ure—-hello—-pass

CREATED CREATED BY
er /bin/sh -..

IMAGE
|2 NEXUS_PASS=pa

c30b9%a8c9ce3 6 months ago

b8e56c886555 6 months ago /bin/sh -c

01431d4e20d471ac7413927a440

l""|

st

6 months ago
|2 NEXUS_PASS=pass
——extra-index—-url

93B

NEXUS_USER=user /bin/sh -c¢ pip
s.company.com/repository"

{NEXUS_USER} : ${NEXUS__




Moment... Co?

6 months ago 2 NEXUS_PASS=pass NE er /bin/sh -..

ha256:¢c30b%a8c9c63 ca . 601431d4e20d471ac7413927a440c0elbc
months ago
2 NEXUS_PASS=pass NEXUS_USER=user /bin/sh -c¢ pip 1in
——extra-index-url \ttps://S$S{NEXUS_USER} : ${NEXUS_P! . company.com/repository"”
93B




Moment... Co?

6 months ago 2 NEXUS_PASS=pass NE er /bin/sh -..

2 NEXUS_PASS=pass NEXUS_USER=user /bin/sh -c pip 1nstall




To tez mozna zrobic¢ dobrze

ubuntu:22.04

/app

—--mount=type=secret, id=netrc,ulid=0 NETRC=/run/secrets/netrc

plip install --extra-index-url "https://nexus.company.com/repos]
-r requirements.txt

export DOCKER_BUILDKIT=1

export CUSTOM_NETRC="machine host
loglin user

password

m

docker build --secret id=netrc,env=CUSTOM_NETRC -t secure-pass




To tez mozna zrobic¢ dobrze

——mount=type=secret, id=netrc,uid=0 NETRC=/run/secrets/netrc \

export DOCKER_BUILDKIT=1
export CUSTOM_NETRC="machlne host
login

p— — ’
Y = % - Ll
- '---1. bl e WW

docker build --secret id=netrc,env=CUSTOM_NETRC -t secure-pass







Niech inni martwiq sie
O Moje sekrety




AWS Secrets Manager

aws—access-key-i1d: ${{ secrets.AWS_
aws—secret—-access-key: ${{ secrets. N _ACCESS_KEY }}
role-to—assume: ${{ env.AWS_ROLE }}




AWS Secrets Manager

uses: aws—actions/aws—secretsmanager—-get—-secrets@vl
with:
secret—ids: |
USERNAME, /secret/app/username
PASSWORD, /secret/app/secret_ password




AWS Secrets Manager

— run:
echo "
secret:
username: {{ env.USERNAME 1} }
password: {{ env.PASSWORD 1}}
" > secret.yml

-y
o
o
-




name: Import Secrets

id: secrets

uses: hashicorp/vault—-action@v?2
with:

url: https://vault.mycompany.com:8200
token: ${{ secrets.VAULT_TOKEN }}
caCertificate: ${{ secrets.VAULT_CA_CER
secrets: |
secret/app/credentials username | U
secret/app/credentials secretPassword




— run:
echo "

secret:
RNAME 1} }

username: {{ steps.secrets.outputs.US

g r
) I
password: ${{ steps.secrets.outputs.PASSWORD }}
" > secret.yml




A z kodu?

vaml

open('secret.yml', 'r') secret:
secrets vaml.load (secret, vyaml.Loader)
message £r' '

Logln credentials:
username: {secrets| 'secret

e 1 = = =~ = =
{secrets | 'secret




A z kodu?

secrets = yvaml.load(secret, vyaml.Loader)




A z kodu?

boto3
maini() :

client = boto3.client ('secretsmanager')

username = cllient.get secret value
SecretId="'/secret/app/username') ['SecretString"']

password = client.get_secret _value(
SecretId="'/secret/app/secret passworc SecretString']

— frv
credentials:
{username}

= = e 3
1 I.".t WY L J_ L |




A z kodu?

client = boto3.client ('secretsmanager')

username = client.get_secret_value (
SecretId="'/secret/app/username') [ 'SecretString']

password = client.get_secret_value (
SecretId="'/secret/app/secret_password') ['SecretString']




From code’?

OS
azure.keyvault.secrets SecretClient
azure.ldentity DefaultAzureCredential

main () :
keyVaultName = os.environ["KEY VAULT NAME"]
KVUri = f"https://{keyVaultName} .vault.azure.net"

credential = DefaultAzureCredential ()
client = SecretClient (vault url=KVUri, credential=credential)

username = cllent.get_secret ('/secret/app/username') .value
password = client.get_secret ('/secret/app/secret_password') .value

message = f£'''

Logln credentials:
username: {username}
password: {password}

T T

print (message)




From code’?

keyVaultName = os.environ["KEY VAULT NAME"]
KVUri = f"https://{keyVaultName} .vault.azure.net"

credential = DefaultAzureCredential ()
client = SecretClient (vault url=KVUri, credential=credential)

username = cllent.get_secret ('/secret/app/username') .value
password = client.get_secret ('/secret/app/secret_password') .value




A z kodu?

oS
hvac

main () :

vault_token = os.getenv ('VAULT_ _TOKEN', default='dev-only-token')
client = hvac.Cllient (

url="'https://vault.mycompany.com:8200",
token=vault token)

secret_value = client.secrets.kv.read_secret_version(path='secret/app/credentials')

username secret _value['data']['data'] [ "username' ]
password secret _value['data']["'data'] [ "secretPassword']

message = f£'''

Logln credentilals:
username: {username}
password: {password}

T T

print (message)




A z kodu?

vault_token = os.getenv ('VAULT_ _TOKEN', default='dev-only-token')

client = hvac.Cllient (
url="'https://vault.mycompany.com:8200",
token=vault token)

secret_value = client.secrets.kv.read_secret_version(path='secret/app/credentials')

username secret _value['data']['data'] [ "username' ]
password secret _value['data']["'data'] [ "secretPassword']




Co dalej?




KBS

apiVersion: vl
kind: Pod
metadata:
name: very-secret-python-app
labels:
name: secret-—-app
spec:
contalners:

— name: python-app

image: my-python-app

env:
— name:
value
name :
value




KBS

env.

— name.




KBS

sion: vl

python-app—secre

contalilners:
P

— name: python-app
image: my-python—-app

volumeMounts:




KBS




KBS

- r_—_-l. =
L] [

readonly:

mountPath:




KBS

env:
— name: NOT_SO_SECRET
visible-value
name: SECRET API KEY
valueFrom:
secretKeyRef:

name: python-app-api-key

key: api-key




K8S enterprise

aplVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: vault-api-key
spec:
provider: vault
parameters:
roleName: "csi"
vaultAddress: "http://vau
objects:
— secretPath: "secre

objectName: "api"

secretKey: "api"

my—secret—-api-key
driver: secrets-store.c
readOnly:
volumeAttributes
secretProviderClass: "vault-api-key™"




K8S enterprise

provider: vault

parameters:
roleName: "csi"
vaultAddress: "http://vault.vault:8200"

ey T T ey e
|.|. I — 0§
1 ' P T el
=

driver: secrets-store.c
readOnly:
volumeAttributes
secretProviderClass: "vault-api-key™"




K8S enterprise

my—-secret—-ap]

driver: secrets—-store.c
readOnly:
volumeAttributes

secretProviderClass: "vault-api-key"




K8S enterprise

driver:




K8S enterprise

secretProviderCla "vault—-apl-key"




Lambdao




Lambdao

ENVIRONMENT DEVELOPMENT Remove
databaseHost lambdadb Remove
databaseName rdTowwlydynnm5.cuovuayfg08: ‘ Remove
Key Value | Remove




Lambdao

ENVIRONMENT DEVELOPMENT Remove
databaseHost lambdadb Remove
databaseName rdTowwlydynnm5.cuovuayfg08: “ Remove
Key Value | Remove

Environment variables

@ Lambda was unable to decrypt your environment variables because the KM5 access was denied. Please check your KMS
permissions. KM5S Exception: AccessDeniedException KMS Message: The ciphertext refers to a customer master key that does
not exist, does not exist in this region, or you are not allowed to access.




auth_token




_client = boto3.client ('secretsmanager')

'python_app_auth_token'

lambda update-function-configuration \

——function—-name my—-function \




aws lambda update-functlon-configuration \
——function—-name my—-function \

aws__lambda_powertools.utilitie

auth_token




LOQ




[ OQ

Jezell sekrety przekazujemy jako zmienne srodowiskowe...




Nele]
Jezell sekrety przekazujemy jako zmienne srodowiskowe...

...a kazda biblioteka ktore] uzywamy ma dostep do catosci Srodowiska
procesu...




Nele]
Jezell sekrety przekazujemy jako zmienne srodowiskowe...

...a kazda biblioteka ktore] uzywamy ma dostep do catosci Srodowiska
procesu...

...to co pojawi sie w DEBUG logach?




Zautanie




Wersja 1.9 edycja PRO

name: bulld application
on:
workflow_dispatch:

env:
AWS ROLE: arn:aws:lam::000000000000:role/secret-role

jobs:
run:
runs—-on: ubuntu-latest
steps:
— uses: actions/checkout@v3
— name: AWS Credentials
uses: aws—actions/configure—aws—-credentials@vl—-nodelb6
with:
aws—access-key-1d: ${{ secrets.AWS
aws—secret—-access-key: S${{ . S . _ACCESS_KEY }}
role-to—-assume: ${{ env.AWS_ROLE
aws—-region: eu-west-1
name: get credentials

uses: aws—actions/aws—secretsmanager—-get—-secrets@vl
with:
secret-1ds:




Wersja 1.9 edycja PRO

o env:
AWS ROLE: arn:aws:lam::000000000000:role/secret-role




Wersja 1.9 edycja PRO

uses: aws—actions/configure—-aws—credentials@vl-nodel6

wilith:
aws—access—-key-1d: ${{ secrets.AWS_ACCE
aws—secret—access—-key: ${{ ' S .AWS _ACCESS KEY 1}}
role-to—-assume: ${{ env.AWS_ROLE }}
aws—-reglion: eu-west-1




Wersja 2.0 edycja PRO

"Version": "2012-10-17",
"Statement": |

{
"Effect": "Allow",

"Principal™: {
"Federated": "arn:aws:1am::000000000000:01dc—-provider/token.actions.glithubus;

b

"Action": "sts:AssumeRoleWithWebIdentity",
{

"Condition":
"StringLike": {
"token.actions.githubusercontent.com:sub": |
"repo:my—-org/secret—-project:*",
"repo:my—-org/even—-more—-secret-project:*",

}
"StringEquals": {
"token.actions.githubusercontent.com:aud": "sts.amazonaws.com"




Wersja 2.0 edycja PRO

"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:1am::000000000000:01dc—-provider/token.actions.glithubus;

b

"Action": "sts:AssumeRoleWithWebIdentity",




Wersja 2.0 edycja PRO

"Condition"™: {
"StringLike": {
"token.actions.githubusercontent.com:sub": |
"repo:my—-org/secret-project:*",
"repo:my—-org/even—-more—-secret-project:*",

b
"StringEquals": {
"token.actions.githubusercontent.com:aud": "sts.amazonaws.com"




Wersja 2.0 edycja PRO

name: bulld application
on:
workflow_dispatch:

env:
AWS ROLE: arn:aws:lam::000000000000:role/secret-role

permissions:
id-token: write
1 contents: read
12 jobs:
1 run:
14 runs—-on: ubuntu-latest
15 steps:
] € — uses: actions/checkout@v3
— name: AWS Credentials
uses: aws—actions/configure—aws—-credentials@vl-nodelb6
with:
role-to—-assume: ${{ env.AWS_ROLE }}
aws—-reglon: eu-west-1
name: get credentials
uses: aws—actions/aws—secretsmanager—-get—-secrets@vl




Wersja 2.0 edycja PRO

o env:
AWS ROLE: arn:aws:lam::000000000000:role/secret-role




Wersja 2.0 edycja PRO

conte S: rea




Wersja 2.0 edycja PRO

— name: AWS Credentials
uses: aws—actions/configure—aws—-credentials@vl—-nodelb6
with:
role-to—assume: ${{ env.AWS_ROLE }}
aws—-reglion: eu-west-1




Wersja 2.0 edycja PRO

name: get credentials
uses: aws—actions/aws—secretsmanager—-get-secrets@vl
with:
secret—ids: |
USERNAME, /secret/app/username
PASSWORD, /secret/app/secret_password







Zadnych sekretow




Zadnych sekretow
Zadnych tajemnic




Zadnych sekretow
Zadnych tajemnic
Tulko ZAUFANIE







Materiaty dla cierpigcych na bezsennosc

https://github.com/mozilla/sops - Sops - narzedzie do edycji/zarzadzania szyfrowanych sekretow
https://docs.github.com/en/actions/security-guides/encrypted-secrets - instrukcja github na temat
sekretow

(Storing large secrets mowi o uzyciu gpg)
https://github.com/marketplace/actions/aws-secrets-manager-github-action - uzyj AWS Secret w
buildzie GH

https://github.com/marketplace/actions/vault-secrets - uzyj sekretu z Hashicorp Vault w buildzie GH
https://pythonspeed.com/articles/docker-build-secrets/ - o uzywaniu sekretéw w buildach dockera
https://docs.github.com/en/actions/deployment/security-hardening-your-deployments/configuring-
openid-connect-in-amazon-web-services - 0 usuwaniu credentiali do AWS z GH actions
https://learn.microsoft.com/en-us/azure/developer/github/connect-from-azure?tabs=azure-
cli%2Clinux - bez credentiali w Azure

https://kubernetes.io/docs/concepts/configuration/secret/ - sekrety w K8S
https://secrets-store-csi-driver.sigs.k8s.io/introduction.html - sekrety w K8S z secret managera
https://aws.amazon.com/blogs/compute/securely-retrieving-secrets-with-aws-lambda/ - wydajne
uzycie sekretow w lambdach
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